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NCA Pilot Service

• General compulsory pilotage on the 
coast:
▪ Vessels over 70 meters.

• The pilot is a nautical advisor on 
board:
▪ Operational 24 hours a day - all year 

round.

▪ Pilot Exemption Certificate issued for those 
with sufficient knowledge of local waters.

▪ ~350 persons

▪ ~280 pilots in 7 district

▪ 24 pilot stations
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The challenge!

• Over-reliance in GNSS (GPS)

• National and international
challgenge, dependence in all 
domains (land, sea, air), within
all users of Position, Navigation
and Timing (PNT)

• Known challenge
▪ Volpe report 2001

▪ RAENG 2011

▪ NRS 2013

▪ MoT 2018



Technology assisted accidents - maritime

Image credits: nautinst.org



System Trust - Digitalization
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Is trust in the system and lack of

system awareness an issue?

Hareide OS.

The use of Eye Tracking Technology in 

Maritime High-Speed Craft Navigation

PhD Thesis, NTNU 2019:83

Q: Primary navigation aid?



Vulnerabilities – Signal interference
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Vulnerabilities – Signal interference

Glomsvoll O, Bonenberg LK. 

GNSS jamming resilience for close to 

shore navigation in the Northern Sea. The 

Journal of Navigation. 2017;70(1):33-48.



Vulnerabilities – Signal manipulation (spoofing)

Black Sea Incident Report 

22 June 2017

http://gpsworld.com/spoofing-

in-the-black-sea-what-really-

happened/
http://gpsworld.com/spoofing-in-the-black-sea-what-r eally-happened/



Signal manipulation (spoofing)

Vessel/Tug “Beagle, MMSI: 257270800 

AIS information 18-22 Feb 2019

Owner: Bukser og Berging

https://www.bube.no/

Norge, Lysaker

https://www.bube.no/


September 2019

NavWarn:

GNSS jamming

excersice in area 

Andenes.

AIS trace from

Costa Pacifica

(4000 pax)

Clean Vision

(70000t LNG)

Source:
Kystdatahuset.no



Maritime Cyber Security

Correct position Spoofed position

Hareide OS, Jøsok Ø, Lund MS, Ostnes R, Heikala K.

Enhancing Navigator Competence by Demonstrating Maritime 

Cyber Security. Journal of Navigation. 2018;71(5).



Future demands

• More demanding operations

• Captains/operators asking for 

redundant sensors

• Maritime Cyber Security

• Size, Weight and Power 

(SWAP)

• Technological development

▪ Human Machine Interface (HMI)



Innovation partnership NCA Pilot Service
https://youtu.be/b6QwP8NEgPw

https://youtu.be/b6QwP8NEgPw


Innovation partnership (2021-2024)

• AD Navigation

• Modular design
▪ Small – up to four units

• Robust PNT

• Signal interference
detection
▪ Provided to national

service (NavWarn)

• Utilization of Could
service (PPU Data 
exchange server)



Thank you for your attention
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